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Foreword

Most generations face significant challenges a number of which result
in significant levels of disaster. Some of these are human induced with
conflict leading to wars being the most common. Others are induced
naturally, pandemics and extreme geophysical and weather events
being the most prominent.

However, it is arguable that the challenges faced by the current
generation are at the extreme of such challenges. Clearly human con-
flict and the looming possibility of nuclear war is a massive issue, but
I would also note that natural challenges driven by human demogra-
phy and climate change pose extremely difficult issues of resource use
for the future. Here the potential for science (including social science
and engineering) to aid with prediction and mitigation is probably
at its greatest ever. The use of science in this way goes back mil-
lennia. The key is that, properly used, science can enable complex
problems to be addressed by suitable policy. Manifestly this is far
from straightforward.

To return to my subject. This book deals with an important sub-
set of the current challenges. The first is the potential for devastat-
ing epidemics of which the recent COVID pandemic provides a harsh
reminder, but the second is a relatively new challenge of cyber secu-
rity. The ubiquitous use of cyber systems in human activity is well
known and their vulnerability is thus a constant concern.

In this book the author has used the observation that population
biology and its application in dealing with epidemics has a similar
mathematical structure to the apparatus needed for dealing with
cyber security. The recent COVID pandemic has generated a wider
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understanding of the key epidemiological issues and how interven-
tions can be used to mitigate the impact of the disease dynamics.
This understanding is obviously varied within different societies, but
key concepts appear to be part of most policy dialogue.

The mathematical apparatus for dealing with epidemiological
problems has been developed over many years and continues to be
developed in providing guidance to policy. The author then takes
his fundamental observation and uses the mathematical apparatus
developed in population biology to apply to cyber security problems.
His preface develops these ideas in some detail and is a justification
of the author’s aim to provide understanding of the cyber domain to
better aid policy.

Each of the individual chapters addresses a different and arguably
more complicated issues of cyber security. I will not deal with them
here as the author provides a summary of major insights in each
chapter which are a helpful guide to the reader. There is a con-
siderable amount of work in this book and the author’s aim is to
produce numerically literate readers who are capable of addressing
key issues in the field. To this end he provides much detailed analysis
and the potential to help with complicated problems that can only
be addressed via computational methods.

A reasonable question is has he succeeded? I would argue that he
has. It is a formidable and important work. I recommend it to you.

Professor Sir John Beddington CMG FRS
UK Government Chief Scientific Adviser 2008–2013
Emeritus Chair of Natural Resource Management

Oxford University



April 21, 2025 20:9 Fighting the Virus. . . 9in x 6in b5797-fm FA5 page ix

Preface

The most secure computer is the one unplugged from the
network

– US Department of Defense

Welcome to the Journey

Cyber variability surrounds us – from problems with our personal
electronics, to cyber crime in which cyber systems are held hostage,
to threats on the critical infrastructure such as power or water plants
being “taken down” by adversaries. We cannot both get away from
these issues and live in the modern world.

This book is a contribution towards a theory of cyber variability,
intended to inform the training of students and analysts (Dell Tech-
nologies, 2023) and provide a starting point for researchers. Maturing
analytic capability for the study of cyber variability requires both a
conceptual and modeling framework, a way for analysts to access
this framework, and tests of the ideas developed in the framework.
We (you, the reader, and I) will explore all of these. I also hope
that people who are not modelers will read the book, conclude that
cyber variability and its implications can be modeled, and that it is
important to build groups that do such modeling.

When thinking about cyber variability there is an obvious and
important role for systems engineering with a focus on specifics
of particular systems, but there is also a role for the analysis of
cyber operations at a level higher than the details of the specific

ix
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operational systems. Often, the lack of a common analytical frame-
work results in poor decision-making (Burris et al. 2010). Opera-
tions research/operational analysis (US/UK terminology) is a scien-
tific approach to operational problems and will guide us in mapping
from a top level conceptual framework to second level characteristics,
metrics, and predictions.

Cyberspace is an odd domain (King and Gallagher 2020); indeed
it is even difficult to define – we tackle that below – and I boldface
it here because a definition is included both in the main text (below)
and the glossary. If you are completely new to analytical thinking
about cyber problems, I suggest that you take a look at Danzig
(2014), Singer and Friedman (2014), and Libicki (2016). Danzig
(2014) and King and Gallagher (2020) are available by download
and broadly cover, in slightly different ways, the landscape of cyber
security from an United States perspective. Libicki (2016) is a won-
derfully informative introduction to cyber system variability, and
is something to both read from cover to cover and have on your
shelf (physical or electronic) to dip into from time to time. You
will see that his ideas appear throughout this book, and we can
start with advice given on page 1 that “when facing a problem
such as the threat from cyberspace it pays to be serious but not
desperate”.

King and Gallagher (2020) provide a non-technical, sweeping, and
well documented summary of some of the issues that we model in this
book including

• A summary of the major public and private cyber threats;
• An overview of the recent major cyber operations publicly

attributed to China (10 between 2006 and 2019), Russia (7 between
2007 and 2019), Iran (7 between 2011 and 2019), North Korea (5
between 2014 and 2019), and non-state actors (9 between 2011 and
2019);

• A strategy for layered cyber deterrence;
• The need to strengthen norms of international engagement and

non-military tools;
• The need to promote national resilience (we will discuss resilience

in detail later, but for now think of it as both the ability to fend off
cyber attacks and recover quickly from attacks that are successful);

• Ways to reshape the cyber ecosystem towards greater security.
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Furthermore, King and Gallagher (2020) identify major public- and
private- sector cyber threats to the United States as attacks on elec-
tions and other democratic processes, espionage that undermines the
military and defense industry, targeting civilian intelligence agencies,
loss of leadership in research and development, cybercrime and ran-
someware used for financial gain, theft of intellectual property, and
putting critical civilian infrastructure at risk. Each of these is an
important problem by itself. Zetter (2014) tells the story of Stuxnet,
considered by many to be the first digital weapon, in an engaging
and informative manner. It is also worth looking at both the section
on cyber-related matters in the National Defense Authorization Act
(NDAA; in the last few years this has been Title XV of the act and
the most recent ones are easily found through a web search) and
Arquilla and Ronfeldt (1997) who offered a view of this topic at the
turn of the millennium – this book is still interesting, from both a
historical perspective of more than 25 years and ideas that remain
fresh.

Cyber attack broadly has three components (Libicki 2016,
pp. 268–269): (i) generally understanding the vulnerabilities asso-
ciated with the target, (ii) specifically searching for particular vul-
nerabilities and gaining a detailed understanding of the operations
of the target, and once these are done, (iii) investing time and effort
to conduct the attack and monitor its consequences. The target can
recognize potential attack in (i) and (ii) and realized attack (iii) when
it occurs.

We can broadly classify cyber security incidents as (i) Advanced
Persistent Threat (APT, which we will call Simultaneous Cyber
Operations) which is often cyber espionage, (ii) Distributed Denial of
Service (DDOS), (iii) destructive cyber attacks, and iv) other cyber
attacks, particularly cyber crime. Libicki (2016, Table 1.1, p. 6) lists
43 cyber attacks between 2005 and 2014 that consisted of nine APTs,
six DDOSs, six destructive attacks, and 21 other attacks. His anal-
ysis gives a broad overview of the kinds of attacks, and discusses
some detailed mechanisms, including an analogy from public health
concerning botnets, in which users suffer little from being part of
botnets but their victims can suffer a great deal; this is an argument
for “herd immunity” in cyber space.

Perhaps the most famous example of a destructive cyber attack
is Stuxnet (for more details see Chapter 1). However, in 2007



April 21, 2025 20:9 Fighting the Virus. . . 9in x 6in b5797-fm FA5 page xii

xii Fighting the Virus: How Disease Modeling Can Enhance Cybersecurity

(3 years before Stuxnet), the Department of Homeland Security and
Idaho National Laboratory (https://inl.gov/) conducted an exper-
iment, the Aurora Generator Test, in which a generator received
compromised instructions and went into self-destruct mode (Zetter
2014, Libicki 2016), showing that digital code could destroy a piece
of physical equipment. At least 4 years of work getting makers of
control systems to understand the vulnerabilities of their products
preceded this test (Zetter 2014, p. 142). One important message of
the Aurora test is that experimental tests of the ideas we are devel-
oping in this book are possible; indeed a major role of theory is to
guide the experiments. For more details about the Aurora test, see
Zetter (2014, pp. 160–164ff). The most important point here is that
it is possible to conduct experiments on the effects of cyber com-
promise, subsequently we will discuss the possibility of experiments
to measure the rates co-compromise.

The Problems are Subtle

Regardless of your background, we are embarking an exciting and
subtle adventure. Part of the subtlety is seeing how analysis, by
which I mean mathematical and computational modeling, can inter-
face with broader policy goals (e.g. White House 2023) that are
rarely even stated quantitatively. When doing such work, I often
re-read the instructions that Philip Morse, founder of the Anti-
Submarine Warfare Operations Research Group (ASWORG) dur-
ing World War Two (Morse 1977, Budiansky 2013), had read to
members of ASWORG at least monthly “Our job is to help win the
war, not to run it ourselves. We are novices at a task which has
been worked at and thought about for many years. Our sole value is
due to our specialized scientific ability. We begin to be useful when
we can combine with our scientific training a practical background
gained from contact with operating personnel. This practical back-
ground can only be obtained when the operating personnel trust us
and like us” (Budiansky 2013, pp. 188–189). The oral history given
by Phil DePoy (Sheldon 2016) provides an excellent overview of the
ASWORG and its descendant, the Operations Evaluation Group at
the Center for Naval Analyses, and a good overview of the operational
perspective.
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In order for our analytical models to change the way cyber security
colleagues think about their work, we must gain their trust. Other-
wise, as in the subtitle of Ambrus et al. (2014) we become irrelevant
actors. Gupta (2014) visualizes a ladder for the way analysts and
policy makers can interact, with the lowest rung being informal and
unstructured interactions and the highest rung being formalized, cen-
tralized, continuous, and structured participatory involvement. Our
goal is to climb this ladder in order to influence the way that peo-
ple think about cyber security problems while maintaining analytical
independence and creativity.

To do this, we will link population biology and cyber variability
in a manner that does not require security clearance. But once you
have developed the requisite skills, you might expect that your future
work will be classified.

Target Audience: This Book Might Be Written for You

My goal is to show the role of models and modeling in helping us
thinking about and understanding the cyber domain, with the objec-
tive of providing input to decision-makers about how to play their
operational hand.

Like my other books, this one is a mixture of research mono-
graph and pedagogic text. That is, we will tackle new, unsolved, and
important problems. In the course of doing this, I hope to expand
your personal problem-solving kit (rather than just dazzle with a
compendium of results), so that you are better prepared for tackling
new problems.

I wrote this book with three main audiences in mind:

• Population biologists. If you are a population biologist, I hope that
you will discover that broadening one’s horizons about what it
means to study a problem in “disease” opens a wealth of interesting
and important questions and new opportunities for research.

• Cyber security analysts. If you already work on cyber security or
cyber variability, I hope that you will discover new approaches to
problems that interest you and an invigorated desire to learn some
of the mathematical biology described in this book. If you pay
attention to, rather than simply skip over, the equations you will
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see that they are an embodiment of ideas and that the technical
details are really not that hard to master.

• New operations analysts. Operations analysis is a synthetic field,
which is why, for example, the tradition in the Operations Eval-
uation Group of the Center for Naval Analyses was to encourage
people to continue to have an interest in their disciplinary field
(Mangel 1982, 2017). In general, simpler tools are better than com-
plex ones and are more likely to deliver results that people need.
But many new analysts come from an academic training where
“harder is better” prevails. I hope that you will discover how pow-
erful it is to use elementary mathematics in mature ways.

I hope that the book finds other readers too. Perhaps you are a hacker
who would like a framework for thinking about cyber compromise
and response to it; this is for you as well. Regardless of background,
I encourage you to read Thompson (2022) as a non-technical com-
panion to this book, but with a similar focus on models as tools for
understanding the world and communicating about it while at the
same time knowing the limits of models.

If you are not at all familiar with disease modeling (although,
because of the coronavirus pandemic, I am confident that you are
familiar at least with the loose use of terminology, such as “grow
exponentially”, “basic reproductive rate”, or “host threshold den-
sity”) that is no problem. In Chapter 1, we will explore the metaphor
linking disease modeling and cyber variability. Other places to start
learning about disease modeling are the short papers by Bjørnstad
et al. (2020a,b; 2000b) or Chapter 10 in Murray (2002).

I expect that this is my last book (although I did so when I
wrote The Theoretical Biologist’s Toolbox (Mangel 2006)), so I have
also included career advice and appreciate forbearance of readers for
that.

Mathematical Analysis, Computation, and
Potential Projects

We will understand the population biology of cyber systems using
mathematical analysis and numerical computation, and I will suggest
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potential projects. The advantage of mathematical analysis is that
we can demonstrate things that are true about the system we are
considering. But often the system is too complicated for the math-
ematical analysis to be tractable, in which case we will use numer-
ical computation to study its properties. In that case, one has to
pick specific values of parameters and I will often suggest at the
end of a section that you code a version of the model, confirm
the results shown, and then explore what happens when param-
eters take different values. In particular, we expect some changes
in the quantitative behavior as parameters change, but is there a
change in the qualitative behavior? If yes, can you explain what
is going on? In general, I will have conducted sensitivity analy-
ses when selecting the particular results, and I will try to never
mislead you.

Other times, I will suggest a Potential Project, which involves
a re-conceptualization of some aspect of what we have done. Often
these will be research topic for which I do not know what will happen.
I will separate such topics in a box like this

Potential project: Write a list now of what you hope to
achieve by reading this book.

and hope that you follow through on some of these suggestions.

Key Definitions and the Focus of This Book

The phrase “cyber security” evokes a wide range of interpretations
(Sloan 2012, Chapter 6, Singer and Friedman 2014). For that reason,
we now begin in earnest with some key definitions. Definitions are
boldfaced at the time of introduction, and there is a glossary of
terminology, symbols, and equations at the end of the book.

• A cyber asset is any kind of electronic information technology
that may be operationally important in its own right or opera-
tionally important because of a linkage to other cyber assets or an
enabled physical system whose performance depends upon the
proper functioning of the cyber system.
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• When cyber assets are linked they form a cyber system or cyber
infrastructure. Stewart et al. (2010) offer two definitions of
cyber infrastructure: “Cyberinfrastructure consists of computing
systems, data storage systems, advanced instruments and data
repositories, visualization environments, and people, all linked
together by software and high performance networks to improve
research productivity and enable breakthroughs not otherwise pos-
sible” and “Cyberinfrastructure consists of computational sys-
tems, data and information management, advanced instruments,
visualization environments, and people, all linked together by
software and advanced networks to improve scholarly produc-
tivity and enable knowledge breakthroughs and discoveries not
otherwise possible.” We will not be more specific than this,
keeping with the idea that cyber systems are more easily rec-
ognized than defined (as Prisig (1999) notes about the word
“quality”).

• A cyber asset is compromised when its expected and actual
behavior differ in significant ways. Note that this definition says
nothing about how the compromise occurred. Because of nat-
ural variability, sometimes called noise, and operational factors
cyber assets may wear out (Mangel and Brown 2022). The cyber
asset is then compromised, and although this may also be an
issue of cyber security it is not considered a cyber attack. Cyber
co-compromise occurs when an uncompromised cyber asset has
its behavior changed significantly after interacting with a previ-
ously compromised asset.

• A cyber attack occurs when compromise of a cyber asset is
caused by an adversary. Cyber assets can be protected or hardened
against attack, but few remain permanently invulnerable. When a
cyber asset is compromised it may be repaired by humans or by
other cyber assets.

• A Cyber Protection Team (CPT) is a trained group of experts
who both maintain defense against attack and return compromised
cyber assets to their functional state. Cyber assets successfully
returned to operational status are reset/restored. We will use
models to explore how one can structure the capabilities (e.g. the
skills) and operations (e.g. timing of visits) of CPTs.
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We thus interpret the terms cyber system, cyber infrastructure,
and cyber space as broadly as possible. Valeriano and Maness (2015,
pp. 23–24) provide a variety of definitions but settle on that of Nye
(2011), which I paraphrase to include computers, networks, digital
and cellular communication systems, fiber optic cables, and space
based systems. Nye (2010, 2017) suggests that we conceptualize
cyberspace as a hybrid of physical and virtual (informational) sys-
tems. The physical asset follows laws of physics and economics, and
political jurisdiction. On the other hand, the informational asset is
often embedded in a network with increasing returns to scale with
more difficult jurisdiction. In addition, attacks on the informational
asset have relatively small cost when compared to destruction of
physical assets (which is one of the reasons that escalation from cyber
to kinetic attacks, which we discuss in Chapter 3, is such a thorny
topic).

There are many different mechanisms of cyber vulnerability and
attack, including but not limited to: denial of service, direct attacks,
phishing, reverse engineering, spoofing, and malware. Similarity,
there are many different kinds of defensive counter measures, includ-
ing but not limited to: security architecture, management of vul-
nerability, hardware protection, secured coding, digital hygiene, and
protocol for responding to breaches. There is an enormous literature
on the different mechanisms involved in cyber vulnerability, attack,
and defense (Miller 2020, Microsoft 2022, Verizon 2022).

You will see that we do not need to model the specific mecha-
nisms or cyber threats to understand the broader and higher conse-
quences of cyber compromise. To focus at this higher level, we can
conceive of cyber capabilities as consisting of cyber dependence (how
much an actor depends upon cyber assets), the ability to conduct
cyber offense, and the ability to conduct cyber defense in response
to an attack. An example of such an assessment is given by Valeriano
and Maness (2015, Table 2.1) for 10 countries ranging from Estonia
and Israel to China, Russia, and the United States.

The use of mathematical models for understanding the broader
and higher level consequences of disease has a long and rich his-
tory (Edelstein-Keshet 1988, Anderson and May 1991, Murray 2002,
Keeling and Rouhani 2008). Our goal is to translate those ideas for



April 21, 2025 20:9 Fighting the Virus. . . 9in x 6in b5797-fm FA5 page xviii

xviii Fighting the Virus: How Disease Modeling Can Enhance Cybersecurity

an improved understanding of the variability and security of cyber
systems.

Things that are Helpful to Know

One of the powers of mathematics is that things which appear to be
completely different on the surface are the same at a deeper level.
I assume that you know or are motivated to learn:

• How to interpret a differential equation by understanding that dx
dt

denotes the rate of change of the variable x(t) with time t. Of
course, the more calculus you know, the better off you will be.
Indeed, Richard Feynman told Herman Wouk when Wouk admit-
ted that he did not know calculus “You’d better learn it. It’s the
language that God speaks” (Wouk 2010, p. 5). Long before Feyn-
man, Galileo wrote in 1623 that “nature is a book written in the
language of mathematics”. Crease (2018, p. 68) wrote that “The
most important lesson to be found in Galileo’s image is the need to
keep developing and revising the metaphors with which we speak
about science.”

There are some instances in which I go into a bit more mathe-
matical detail about a topic; such sections are denoted by ∗ and
can be skipped if you wish.

• A few basic probability distributions such as the normal (Gaussian)
distribution with mean µ and standard deviation σ, the binomial
distribution that has its foundation in coin flipping, and the Pois-
son distribution in which a single parameter λ characterizes the
rate which events occur.

• Knowledge of a computer language. I have written the codes in
R and implemented them in R Studio. Kadowaki (2023) is a nice
starting point if you are unfamiliar with R but want to learn it.
I have not posted code because if you want to really master the
ideas here, you need to develop computer code yourself.

With the exception of R, the mathematical terminology will be
clarified as we go along. If you are not familiar with these notions,
keep in mind the comment of Crease (2018, p. 105): “When you
are fully literate [in mathematics], nothing comes as a surprise. But
mathematicians are made not born; in infancy they are not yet
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mathematicians and have to learn it – and in such learning often
experience extensive transformations and reorganization of mathe-
matical knowledge that they have only partially acquired.”
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Foreword

Most generations face significant challenges a number of which result
in significant levels of disaster. Some of these are human induced with
conflict leading to wars being the most common. Others are induced
naturally, pandemics and extreme geophysical and weather events
being the most prominent.

However, it is arguable that the challenges faced by the current
generation are at the extreme of such challenges. Clearly human con-
flict and the looming possibility of nuclear war is a massive issue, but
I would also note that natural challenges driven by human demogra-
phy and climate change pose extremely difficult issues of resource use
for the future. Here the potential for science (including social science
and engineering) to aid with prediction and mitigation is probably
at its greatest ever. The use of science in this way goes back mil-
lennia. The key is that, properly used, science can enable complex
problems to be addressed by suitable policy. Manifestly this is far
from straightforward.

To return to my subject. This book deals with an important sub-
set of the current challenges. The first is the potential for devastat-
ing epidemics of which the recent COVID pandemic provides a harsh
reminder, but the second is a relatively new challenge of cyber secu-
rity. The ubiquitous use of cyber systems in human activity is well
known and their vulnerability is thus a constant concern.

In this book the author has used the observation that population
biology and its application in dealing with epidemics has a similar
mathematical structure to the apparatus needed for dealing with
cyber security. The recent COVID pandemic has generated a wider
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Summary of Major Insights

Each chapter ends with a non-technical summary of insights devel-
oped in the chapter. The full collection of insights follows here, to
give you a sense of where we are going. There may be terms that you
do not recognize, but they will appear in the appropriate chapter
and be defined in the glossary as well.

Chapter 1: Process Modeling in Population Biology
and Cyber Systems

• The Resilience Stack provides a way for us to think about the
hierarchical nature of cyber attack and defense.

• We cannot talk about redundancy unless we have in mind how the
cyber system is to be used and how to evaluate its performance or
the performance of the enabled physical system.

• The methods of population biology are natural tools for under-
standing the dynamics of compromise and variability in cyber sys-
tems. Three key ideas from population biology relevant to cyber
systems are:

(1) Populations (of organisms or cyber assets) consist of individ-
uals with different characteristics and successful modeling of
the dynamics of populations must have level of description
that matches the question of interest.

(2) Populations have dynamics on many different time scales, but
often reach steady or quasi-steady states (which may include

xxxi
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periodic behavior [limit cycles]) in which dynamic processes
are balanced.

(3) Populations of organisms are governed by the fundamental law
of biology Ð evolution by natural selection Ð acting on expected
lifetime reproductive success of individuals as a proxy for the
long-term representation of genes in the population. Although
there is no similar fundamental law for cyber system, the
notion of Þtness maps into the performance of a cyber sys-
tem or the physical system that it enables.

Chapter 2: The Pulse Attack Model (PAM)

¥ Following a pulse attack, compromise may persist even when the
system reaches a quasi-steady state long after the attack has ended.
Whether this happens or not is determined by co-compromise rate
parameter in the cyber system and this is a property of the cyber
network under the control of the defender.

¥ Consequently in anticipation of cyber attack, the very Þrst pro-
active defensive measure is to ensure that the co-compromise
rate parameter is less than the threshold for persistence of co-
compromise, which is a design parameter of the system.

¥ Cyber security drills can ensure that the co-compromise rate is
below the threshold value by measuring the co-compromise rate
parameter.

¥ There may also be design tradeo! s between the rate at which com-
promised cyber assets are discovered and removed to be reset and
the rate at which they are returned to the uncompromised state.
When this tradeo! exists, there is an optimal rate of removal to
resetting that minimizes the maximum level of compromise (thus
maximizing the minimum level of performance) but also a range of
values of rate of removal to resetting that is consistent with mak-
ing performance pretty good during the attack while eliminating
compromise after the attack ends.

Chapter 3: The Fundamental Model of Simultaneous
Cyber Operations

¥ During persistent cyber operations, both sides will experience per-
manent degradation in which the steady state of uncompromised



April 21, 2025 20:9 Fighting the Virus. . . 9in x 6in b5797-fm FA5 page xxxiii

Summary of Major Insights xxxiii

cyber assets less than the initial number of uncompromised cyber
assets is reached. This may correspond to a permanent degrada-
tion in performance of the cyber system or the enabled physi-
cal system, depending upon the parameters of the performance
function and the number of uncompromised cyber assets in the
steady state.

¥ The four-dimensional steady state of consisting of the uncompro-
mised and compromised cyber assets of each side is unique and
stable, meaning that regardless of the initial states of the cyber
adversaries, the steady state will ultimately be approached. The
approach to this steady state can include spiraling into it, rather
than a monotonically approaching it.

¥ The value of the attack to the attacker can be determined from the
probability of escalation by the adversary to a kinetic attack or a
cyber attack on critical civilian infrastructure and the reduction
in the performance of the adversaryÕs cyber system or enabled
physical system. These values also reach steady state values.

¥ Resilience, deÞned as the time to return to a near fully uncom-
promised cyber system if the cyber attack were to end, depends
on both the rate at which compromised cyber assets are moved
into the resetting pool and the rate at which they are moved from
resetting to the uncompromised pool.

¥ It is a general property of simultaneous cyber operations that there
are variables whose values shift from shrinking to growing or vice
versa. An awareness of this property, as an anticipated and almost
unavoidable phenomenon, is very important for decision-makers,
who often pay great attention to trends but do not expect that they
will reverse, or maybe even recognize that reversals are possible.
Our analysis shows that a trend could shift direction without any
outside inßuence.

Chapter 4: Beyond Determinism: Stochastic Versions
of the PAM and FMSCO

¥ The Stochastic Simulation Algorithm (SSA) allows us to move
beyond the determinism implicit in ordinary di ! erential equation
(ODE) models of cyber systems. In particular, the SSA allows
interpretation of the ODE models in terms of the conditional mean
for an underlying stochastic birth and death process.



April 21, 2025 20:9 Fighting the Virus. . . 9in x 6in b5797-fm FA5 page xxxiv

xxxiv Fighting the Virus: How Disease Modeling Can Enhance Cybersecurity

¥ A stochastic version of the PAM, operationalized by the SSA, pro-
duces distributions, rather than point estimates, of quantities such
as the minimum number of uncompromised cyber assets, the time
to recover to nearly all uncompromised cyber assets for the case in
which the rate of co-compromise is below the threshold for persis-
tence of compromise, or the minimum number of uncompromised
cyber assets and the number of uncompromised cyber assets in
the steady state for the case in which the rate of co-compromise
exceeds the threshold for persistence of compromise.

¥ A stochastic version of the FMSCO, operationalized by the SSA,
produces distributions for the steady state number of compromised
and uncompromised cyber assets for each adversary and correla-
tions between those values.

¥ In the stochastic version of the FMSCO knowledge by the X-side
decision maker of the number of its uncompromised cyber assets
says something about the number of uncompromised cyber assets
held by the Y-side.

¥ Most importantly, for both the PAM and FMSCO using the SSA
gives us a way to determine the range of variability due to ßuctua-
tions in the random processes underlying cyber attack and recov-
ery. The SSA prevents us from misinterpreting variability as skill.

Chapter 5: Extensions of the Pulse Attack Model

The PAM is intended as heuristic tool that has much in common
with many systems but is not intended to model any speciÞc system.
The extensions of the PAM show the power of such an approach
for developing understanding and quantitative predictions in cyber
systems:

¥ The equations of the PAM generalize when there are multiple pulse
attacks over time. In such a case, one needs to specify the times
of the peak, dispersal parameter, and rate parameter of each of
the attacks. Even when the rate of co-compromise is less than the
threshold for the persistence of co-compromise, the cyber system
may not recover fully and whether it does or not depends upon
the timing and intensity of the pulses.

¥ By including the probability that the defender initiates either a
kinetic attack or a cyber attack on critical civilian infrastructure,



April 21, 2025 20:9 Fighting the Virus. . . 9in x 6in b5797-fm FA5 page xxxv

Summary of Major Insights xxxv

the attacker can use the PAM to determine the attack rate parame-
ter a that is consistent with a targeted reduction in performance of
the defenderÕs cyber system or enabled physical system but below
a threshold value for the probability that the defender responds
with a kinetic attack or attack on critical civilian infrastructure.
The PAM thus becomes a planning tool for the attacker.

¥ When a Cyber Protection Team (CPT) is required for restoration
of compromised cyber assets, another time dependency is intro-
duced into the equations for the PAM. Regardless of whether the
CPT visits on a regular schedule or according to threshold number
of compromised assets, the PAM generalizes directly, and should
stimulate research by the defenders about the operation and e! ec-
tiveness of CPTs.

¥ A straightforward extension of the PAM allows us to consider sit-
uations in which cyber assets that are restored to uncompromised
status can be temporarily hardened to cyber attack, losing that
defense over time. None of the qualitative conclusions based on
the basic PAM, particularly concerning the role of the threshold
level of co-compromise for the persistence of compromise in the
steady state, change.

¥ A straightforward extension of the PAM allows us to consider sit-
uations in which assets are divided into those critical for the per-
formance of the cyber system or the enabled physical system and
those that have secondary roles, such as reducing the rate of attack
on the critical cyber assets. In this case the number of di! eren-
tial equations in the model expands because we must track the
dynamics of the two kinds of cyber assets. This extension allows
us to study the role of protection of critical assets by secondary
cyber assets. In particular, we can explore how performance of the
cyber system or enabled physical system is shaped by the param-
eters characterizing the protection provided by secondary cyber
assets and the rate at which critical cyber assets are returned to
operational status.

¥ When cyber assets may be destroyed during an attack, the total
number of cyber assets is no longer constant and we must make
an assumption about the way destroyed cyber assets are replaced
(or not). When destroyed cyber assets are not replaced so that the
total number of cyber assets declines, the parameters of the perfor-
mance function interact with the probability of destruction of an
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cyber asset during attack to determine how much steady state per-
formance is degraded by the loss of cyber assets. When destroyed
cyber assets are replaced from an on-hand pool of uncompromised
cyber assets, the extension of the PAM allows us to determine the
size of the reserve pool to maintain a su! cient level of perfor-
mance. When destroyed cyber assets are replaced from an o" -site
pool of uncompromised cyber assets, a delay (the time for uncom-
promised replacement cyber assets to reach the cyber system) is
introduced into the equations for the PAM. Such a delay can lead
to oscillations into the dynamics of uncompromised cyber assets
long after the pulse attack has ended.

¥ To design cyber systems that are Flexible, Adaptive, and Robust
we can envision the parameters of the PAM, particularly the rates
at which resetting cyber assets are returned to uncompromised
states and at which compromised cyber assets are moved from
the compromised pool to the resetting pool, as design parameters
with a total resource constraint. Furthermore, we can add a third
resource whose role is to reduce the rate of external attack. These
considerations lead to a straightforward extension of the PAM.
Although optimization of steady state dynamics or performance is
clearly possible, sweeping over parameter values shows the optima
for the number of cyber assets in the steady and performance and
that a broad range of values that are close to optimum. That is,
the surfaces characterizing the minimum and steady state levels of
performance are relatively ßat around the peak. The surfaces are
broader when rate of co-compromise is less than the threshold for
the persistence of co-compromise.

¥ Ultimately, one may choose to adapt the performance function in
response to or anticipation of cyber attack. In this case the param-
eters of the performance function can be combined with those char-
acterizing the dynamics of the cyber system to allow analysis of
the tradeo" between the dynamics of the cyber system and per-
formance of the cyber system or the enabled physical system.

Chapter 6: Extensions of the Fundamental Model of
Simultaneous Cyber Operations

¥ As with the PAM, we have seen how the FMSCO generalizes, which
is what makes it a powerful starting point. That is, because the
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FMSCO is not speciÞc to any particular cyber system but has
much in common with many cyber systems and with small modi-
Þcations can capture other speciÞc situations.

¥ When X-side cyber assets are used to hold compromise of the
Y-side assets, performance of the X-side cyber system or enabled
physical system may substantially decline. This is determined by
the interaction of the midpoint of the X-side performance function
and the number of X-side cyber assets needed to hold Y-side cyber
assets in compromise. A similar conclusion applies for Y-side cyber
assets holding X-side assets.

¥ Delays in the detection of compromise (moving compromised
cyber assets from the compromised pool to the restoring pool)
and restoration (returning cyber assets in the restoring pool to
the uncompromised pool) may convert steady states that are
approached monotonically to steady states that are spiral points.
In such a case, one sidesÕs uncompromised cyber assets may tem-
porarily fall below a threshold for a kinetic response or an attack
on critical civilian cyber systems. This important possibility needs
to be clearly communicated to decision-makers.

Chapter 7: Including a Distribution of Vulnerability in
the Pulse Attack Model

¥ The rate of compromise can be modiÞed to include vulnerability
to attack by assuming that cyber assets with di! erent levels of
vulnerability are compromised at rates proportional to their vul-
nerability. The gamma density pinned down at 0 is a ßexible means
of capturing a distribution of vulnerability to compromise.

¥ The gamma density can be discretized intoN values of vulner-
ability and the PAM expanded to include N equations for the
dynamics of cyber assets with di! erent vulnerabilities.

¥ When vulnerability has a discrete distribution, key decisions have
to be made about (i) how co-compromise occurs and (ii) when
cyber assets are reset, how the vulnerability of reset assets is
determined. In this chapter, we assumed that there is a single
pool of compromised assets and that co-compromise occurs at rate
determined only by the rate of co-compromise, consistent with the
assumption that the mechanism of external compromise and inter-
nal co-compromise are di! erent. We investigated two choices for
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the vulnerability of reset cyber assets. In the Þrst choice, reset
cyber assets had vulnerability determined by the distribution of
vulnerability at the time of the pulse attack. In the second choice,
reset cyber assets return to the uncompromised pool with min-
imum vulnerability and then become more vulnerable as time
goes on.

¥ When the co-compromise rate parameter is lower than the thresh-
old for the persistence of compromise and cyber assets are returned
proportional to the initial distribution of vulnerability, the overall
number of uncompromised cyber assets and performance decline
during the pulse attack but after the attack ends both return to
the their values before the pulse attack. The numbers of cyber
assets with di! erent vulnerability decline during the attack and
increase following the attack. However, because more vulnerable
cyber assets decline at higher rates than less vulnerable assets, the
distribution of vulnerability after the attack is di ! erent than before
the attack and mean vulnerability may change from its value before
the attack.

¥ When the co-compromise rate parameter is lower than the thresh-
old for the persistence of compromise and cyber assets are returned
with minimum vulnerability but then become more vulnerable as
time progresses, during the pulse attack the overall numbers of
uncompromised cyber assets and performance decline; after the
attack ends both return to the their values before the pulse attack.
In this case, there are transients in the number of cyber assets with
di! erent vulnerability, but ultimately all cyber assets have maxi-
mum vulnerability (unless other action is taken).

¥ When the co-compromise rate parameter is greater than the
threshold for persistence of compromise and cyber assets are
returned proportional to the initial distribution of vulnerability,
during the pulse attack the overall numbers of uncompromised
cyber assets and performance decline. After the attack ends com-
promise persists in the cyber system so that performance is per-
manently degraded. The numbers of cyber assets with di! erent
vulnerabilities decline during the attack and increase following the
attack but not to their original levels. However, because more vul-
nerable cyber assets decline at higher rates than less vulnerable
ones, the distribution of vulnerability after the attack is di ! erent
than before the attack.
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¥ When the co-compromise rate parameter is greater than the
threshold for the persistence of compromise and cyber assets are
returned with minimum vulnerability but then become more vul-
nerable as time progresses, during the pulse attack the over-
all numbers of uncompromised assets and performance decline.
After the attack ends compromise persists in the cyber system so
that performance is permanently degraded. The numbers of cyber
assets with di! erent vulnerabilities increase following the attack
but not to their original numbers. Because more vulnerable cyber
assets decline at higher rates than less vulnerable ones, the mix-
ture of vulnerability after the attack is di ! erent than before the
attack.

Chapter 8: Bon Voyage: Future Directions

¥ Fruitful directions for future research include explicit models of the
cyber system of the enabled physical system, incorporating human
factors into the PAM and the FMSCO, and moving beyond dyadic
interactions to consider multilateral cyber security agreements.

¥ Modeling the cyber system of the enabled physical system increases
both the Þdelity to operational situations and the complexity of
the mathematical model but it will likely lead to new insights.
Focus on a particular system, such as an electric grid and utility
company is an appropriate starting point.

¥ Human factors are another natural extension of the PAM and
FMSCO because humans are deeply involved in both creating com-
promise in cyber systems (e.g. by sharing thumb drives that carry
malware) and detecting compromise (by recognizing anomalous
situations). Modeling human factors will also expand the number
of equations in the PAM and FMSCO.

¥ A Multilateral Cyber Security Agreement (MCSA) will help move-
ment towards a global approach to shared cyber defense and
response when cyber attacks occur. In this case a speciÞc exam-
ple of a performance function related to cyber systems is national
Gross Domestic Product (GDP) as a function of national Broad
Band Penetration (BBP), illustrated using nations that are mem-
ber of the Organization for Economic Cooperation and Develop-
ment (OECD). From it we learn:
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(1) When the likelihood of cyber attack increases with the BBP
of a nation and cyber resources can be allocated from BBP
to unilateral defense, thereby reducing the number of success-
ful attacks, there is a threshold level of BBP below which no
defense is predicted (because adversaries will direct attacks to
nations with larger BBP). After that, resources allocated to
defense increase but at a decreasing rate, so that the fraction
of BBP dedicated to defense is predicted to rise, level o! , and
fall for the largest values of BBP.

(2) Multilateral defense requires an assumption about to depend-
ability of cyber security cooperation. When cooperation is
guaranteed, nations are able to increase GDP relative to uni-
lateral defense for all levels of BBP, with the largest relative
gains going to nations with smaller BBP.

(3) When cooperation is not guaranteed, we must understand a
nationÕs perception of how likely other nations are to deliver
on their commitment to the cooperative security agreement.
As a nationÕs perception of the trustworthiness of other nations
declines, the gain from participating in a MCSA declines. Sim-
ulation methods allow us to assess the gain to a nation by
participating in a MCSA and predict the fraction of nations
joining the MSCA, illustrated with the OECD nations.
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Chapter 1

Population Biology and Process
Modeling of Cyber Operations

The important thing in science is not so much to obtain new
facts as to discover new ways of thinking about them

Ð Sir William Bragg

But itÕs like an infectious disease, isnÕt it? Immunologists would
have a Þeld day researching the viral spread of compromising
photographs on social media. IÕd venture that the Spanish ßu
and Ebola combined couldnÕt touch the speed of photographic
mortiÞcation spreading through cyberspace

Ð Pearson (2017, p. 12)

1.1. Introduction

The broad idea underlying this book is that the development of cyber
strategy (National Research Council 2010, Schneider 2020) will be
improved by the development and use ofprocess based model-
ing . With such models one describes the dynamics of the system of
interest with explicit state (and often time) dependent functions of
how the system changes (Pilowskyet al. 2022).

A cyber attack can be a single event or continuous, or some-
thing between those extremes. There are arguments that e! ective
cyber strategies will involve Persistent Cyber Operations (PCO)
(e.g. Goldman 2020, Nakasone 2020). That is ÒContinuous action
in cyberspace for strategic e! ect has become the norm, and thus
the command [USCYBERCOM] requires a new strategic conceptÓ

1
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(Nakasone 2020, p. 2). When multiple actors conduct PCOs, the
result will be Simultaneous Cyber Operations (SCO) . Our
(yours, the reader, and mine) goal is to contribute to the development
of the required new strategic concepts and methods.

There are compelling arguments that a fruitful way to make
predictions about the consequences of future cyber attacks is to con-
duct empirical inductive research (Gartze 2013, Maness and Vale-
riano 2016, Valeriano and Maness 2015, Rid 2012, Valerianoet al.
2018). Historical precedents for such work are the papers by Huth and
Russett (1988) and Lebow and Stein (1990) concerning deterrence
and the escalation of crises. Kreps and Schneider (2019) describe
an experiment focused on the American public in which e! ect- and
means-based routes to escalation in response to a cyber attack are
explored. They found support for escalation through cyber thresh-
olds; we will investigate this topic in Chapter 3.

Such inductive research in cyber incidents will allow us to replace
worst-case speculation (Koppel 2015) by more nuancedunderstand-
ing (Gomez and Whyte 2021). For example, the millions of daily
intrusions into the US Department of Defense cyber systems are
mainly routine scans from cyber criminals or nation-state adver-
saries intending to steal data rather than disrupt a cyber system
(Lindsay and Gartzke 2018). There is now a su" cient body of data
that one can analyze past cyber attacks and their consequences in
order to make strong predictions about future attacks (in addition
to the citations at the start of this paragraph, see Grosset al. (2018)
and Warner (2020)). Valeriano and Maness (2015, p. 72) conclude
that the Ògoal of theory is to generally explain the past, present, and
future according to a set of foundations and ideas that guide interpre-
tation and investigations. With theory there must come predictionsÓ
(italics added).

I fully concur, although we will develop a complementary
approach to inductive, empirical study via deductive, process-based
modeling. Process-based models allow us to reach beyond the empir-
ical data, but be guided by it, and use deductive predictions to help
guide data collection in the future (since the number of choices for
what kind of data to collect is essentially unbounded). Put more
simply, our goal is to show that cyber attack and its consequences
can be modeled, in a way that theory conforms with experience
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(Nakasone 2020, referring to Clausewitz) and leads to new insights
and predictions.

1.2. The Disease Metaphor for Cyber Variability

In July 2018, shortly after I began consulting at APL, I made a
trip there and spent a few days talking with many colleagues about
the problems on which they worked. It was then that I met Jim-
mie McEver and as we sat together he drew a picture (Figure 1.1,
upper panel) of the problems of cyber compromise that he was think-
ing about. I responded by drawing the analogue from the popula-
tion biology of disease (Figure 1.1, lower panel). In that analogy
there are susceptible (S), infected (I), and recovered individuals.
When the link between recovered and susceptible individuals exists

Fig. 1.1. Upper panel: A cleaned up version of a Þgure that Jimmie McEver
drew on a white board at APL when we Þrst met in July 2018. Lower panel:
A cleaned up version of the Þgure that I drew after seeing his, explaining that
there we many tools in population biology that can be used to make the metaphor
between cyber systems and disease systems more precise.
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because recovered individuals lose resistance to the disease organ-
ism, the model is the S[usceptible]I[infected]R[ecovered]S[usceptible]
(SIRS ) model; when recovery is permanent, the model is
the S[usceptible]I[infected]R[ecovered](SIR ) model. Such functional
analogies from biology (Axelrod 2014), as well as other Þelds
(Perkovich and Levite 2017), can lead to better understanding of
the dynamics of compromise and recovery in cyber systems.

Terms from disease biology, including worm, reinfection, and out-
break appear throughout the cyber literature. It is even possible that
mutations occur, as in the ConÞcker worm described by Zetter (2014,
p. 54). Zetter also uses terms that include self-replicating (i.e. repro-
ducing) worms (p. 58); inoculation (against self-infection) (p. 65),
spreading mechanisms (p. 93) and writes that once Stuxnet spread
in the world, it had Òout-of-control spreadingÓ (Zetter 2014, p. 357)
and that copies of Stuxnet were Òfound in the wildÓ (Zetter 2014,
p. 352). The Stuxnet virus also adapted to changes in the operating
systems that it attacked (Bellovin et al. 2018, p. 270). Segal (2018
p. 326) also uses the word contagion.

As with disease organisms (and physical weapons), we can think
of a payload and a delivery system. That is, a cyber weapon Þrst
has to reach the targeted cyber component (delivery), after which
it may begin to compromise the target (payload). As in the natural
world, there are many kinds of payloads and delivery systems. We
will subsume these by the parameters characterizing the rates of
attack, discovery of compromise, and return to the uncompromised
state.

Clearly disease models are a metaphor for cyber compromise.
Aristotle deÞned metaphor as a procedure in which the properties of
one thing can be used to learn about the properties of another thing.
Indeed, the Greek wordmetaphora translates to Òto carry from one
thing from anotherÓ (Reames 2024). Mathematical metaphors allow
us to see that systems which appear to be very di! erent actually have
much in common with each other. The question is how far can we
push the metaphor and what can we learn from it. Disease modeling
is thus a lens (sensuCrease 2008, p. 178) that allows one kind of sci-
ence (population biology) to approach another (cyber systems) in a
focused manner. This focus allows the methods and thinking of Þrst
type of modeling to explore the second. La! erty et al. (2008) dis-
cuss how models from the population biology of disease can be used
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to understand and confront the infectiousness of terrorist ideology.
They too recognize disease models as a metaphor, and consider ways
of making the metaphor practical, including goals for future research
and remaining open questions (p. 204). Thompson (2022), in a book
with a focus on models for climate, disease, and economics, has a
superb chapter on models as metaphors.

1.2.1 . On cyber and natural ecosystems

The congruence between the visuals in Figure 1.1 is due the com-
monalities of the complexity in biological and cyber systems; Jimmie
McEver had already been thinking hard about complexity in cyber
systems for many years (Daviset al. 2000, McEveret al. 2019). HereÕs
a modiÞcation of a table on page 204 of their paper, with correspond-
ing thoughts about complexity in biological systems (Mangelet al.
1996, especially Appendix II, Levin 1998, 1999, 2003):

¥ Biological and cyber systems showinterdependence, with the impli-
cations that cyber systems, like biological systems, are not easily
understood by decomposing them into component parts because
the relevant behaviors and vulnerabilities in one part or level of
the system a! ect those in other parts of the system.

¥ Biological and cyber systems have many kinds ofnonlinearities
(in biology, Òdensity dependent dynamicsÓ) with the implication
that projecting forward from current conditions is more compli-
cated than linear extrapolation, there may be multiple states of
the systems, and rapid and unexpected transitions.

¥ Biological and cyber systems areopen because new elements of
the system are regularly introduced and/or current elements are
regularly removed. Because forces outside of the system act on it,
one must take care when focusing only on processes inside a preset
boundary.

¥ Biological and cyber systems are characterized by a variety oftem-
poral and spatial scalesso that system properties and behaviors
that are relevant for decision makers and users of cyber systems
or managers of human interactions with biological systems exist
simultaneously at multiple levels. The key to successful modeling
of the dynamics of such systems is to Þnd the level of description
and the tools that match the questions of interest.
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¥ Biological and cyber systems are embedded innetworks of
interactions so that causality is not always obvious, and in cyber
systems responsibility and accountability are often not clearly
deÞnable.

¥ Biological and cyber systems showemergencein which novel sys-
tem properties and behaviors appears at holistic levels from behav-
iors and interactions among the system elements. Such emergent
properties and behaviors cannot be simply explained as the aggre-
gate behavior of the system assets.

¥ The performance of biological systems is generally governedevo-
lution by natural selection whereas cyber systems are governed by
goals set by humans that are often vague, changing, unrealistic or
conßicting.

¥ Biological and cyber systems showadaptation and innovation in
which both the individual members of populations and the rules
by which the system operates change, and intervention may stim-
ulate adaptation (e.g. the evolution of resistance to pesticides in
biological systems).

¥ Biological and cyber systems arenot fully transparent so that there
are often multiple hypotheses about why observed behaviors occur,
and often insu! cient evidence, time, or information to fully dis-
criminate between them (Chamberlin 1897, Hilborn and Mangel
1997).

We now turn to modeling in population biology, and will construct
equations for the dynamics of the SIRS model in the lower panel of
Figure 1.1.

1.2.2 . Modeling in population biology

If you are coming from a background in physical sciences or engi-
neering, you may expect that models require precise knowledge of
the rules governing the dynamics of the system; if you are coming
from statistical disease ecology, you may expect that the purpose of
models is to Þt data. Two of the giants of population biology in the
20th century, Robert May and John Maynard Smith (Figure 1.2)
provided advice about this expectation in Graeme FarmeloÕs mag-
niÞcent book on the great equations of modern science (Farmelo
2002).
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Fig. 1.2. Two of the 20th century giants in ecological and evolutionary model-
ing, Robert May (left) and John Maynard Smith (right) moved to biology from
physics and engineering respectively. We still have much to learn from them.
Photo credits: Judith May and the University of Sussex respectively.

Maynard Smith (2002, pp. 196Ð197) noted that biological systems
are inherently complex, but we tend to begin with simple models with
just one or a few equations. He then wrote ÒHow can simple equa-
tions help us in the face of all these complications?Ó. The answer has
a number of parts: (i) we isolate the phenomenon of interest, (ii) with
a mixture of empirical work and intuition we hypothesize a mecha-
nism driving the phenomenon, (iii) we test our guess by constructing
equations that capture the proposed mechanism, solve (analytically
or numerically) these equations and discover if Òthey generate the
kind (italics in the original) of behaviour [British English in the orig-
inal] that we observeÓ. He concluded ÒIn other words, we hope that
our equations will predict qualitatively the right behaviour. Precise
numerical Þt is usually too much to hope forÓ. Perhaps the biggest
reason for qualitative predictions is that in any model we leave out a
lot. But to make our models as complicated as the natural world itself
makes them intractable. This begs the question as to why make math-
ematical models at all, rather than just sticking with verbal ones?
Maynard Smith (2008, p. 211) addressed this point as well. First,
constructing a mathematical model requires having an absolutely
clear idea of what one assumes (even if it is a guess that ultimately
gets modiÞed). Second a good model will lead to testable predictions,
and even qualitative predictions, such as the direction of change in
the value of an output variable in response to a change in an input
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variable, allow empirical work to be guided by the models. And being
able to use models to guide empirical work is a very valuable goal.

McElreath and Boyd (2007, p. 1) reinforce this idea when writing
about mathematical models in the study of social evolution: ÒMathe-
matical models and the tools used to analyze them constitute the the-
oreticianÕs laboratory. Simple mathematical models are experiments
aimed at understanding the causal relationships that drive important
natural phenomena. . . These models are always too simple to make
accurate predictions or even accurately represent how any real behav-
ior evolves. Nonetheless, they have proven to be extremely valuable
because they help us understand processes too complex to grasp by
verbal reasoning alone.Ó

May (2002, p. 2016) described his career path from astrophysics
to theoretical ecology, writing that ÒIt struck me that the equations
that ecologists were using were in some important ways di! erent from
the more familiar ones of physics. The di! erences are not mainly in
the technical nature of the equations, but rather that the equations of
physics purport to give an exact account of whatever they are describ-
ing. . . [in the physical sciences] the more precise the information you
put into the equations the more precise will be the equationÕs pre-
diction. In population biology, things are often very di ! erent. There,
the equations commonly refer to models of living systems that are
always much too complicated to be amenable to the representational
equations of the type beloved of physicists.Ó

He then elaborated: ÒThe models of biological communities tend
rather to be of a very general, strategic kind Ð they are caricatures of
reality. Just as a good caricature catches the essential truth behind
the thing it is trying to depict but is forgivably vague about the
unimportant details, so the most we can expect of the equations of
population biology is that they capture the key points of the situation
they are describing. So, for biologists studying animal populations,
their equations are cartoons of reality, not the perfect mirror images
sought by physicists. ThatÕs not to say that these biological equa-
tions are not vital to our understanding of nature. As the British
mathematical biologist John Maynard Smith has noted, ÔMathemat-
ics without natural history is sterile, but natural history without
mathematics is muddled.ÕÓ
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When reviewing a book on mathematical principles of immunol-
ogy and virology, Bangham and Asquith (2001) wrote: ÒIt is a
widespread fallacy that what mathematics contributes to biology is
quantiÞcation of an otherwise innumerate science. But experimental
biologists have long been expert at measuring and quantifying.The
real contribution of mathematics lies in a precise qualitative frame-
work of reasoning. Experiment, however, is in no sense superior to
theory, nor vice versa: both are necessary ingredients of a proper
understanding of nature. An experiment done with no theoretical
framework to analyze or interpret the results is meaningless; theory
in the absence of experiment remains mere theoryÓ(italics added).
Valeriano and Maness (2015, p. 46) concur: ÒWithout theory, key
aspects of cyber dynamics can be left unexplained, unexplored, or
ignored. What processes are at work, why are they chosen, and how
are they used? What predictions can be made, and what leads to
the generation of these predictions in the Þrst place?Ó If we view
tactical outcomes in cyberspace as battle of wits rather than brawn
using computer code rather than kinetic means (Lindsay and Gartzke
2018), tools that help sharpen thinking are extremely valuable. The
techniques of the population biology of disease are such tools.

When applying the ideas from population biology, we will always
have in mind the essential tension between the speciÞc conclusions
from a general model and the general conclusions from a speciÞc
model. By moving between these poles, we will learn much about
cyber security from population biology.

Although a model may have technical aspects beyond the reach
of some policymakers, lawyers, and judges, to be e! ective it needs
to be presented in a manner that does not leave those individuals
in a Òmodeling vacuumÓ (sensu Sulyok 2021, p. 292) where they
simply have to trust that the assumptions and analysis of the model
are sound. This void can be Þlled. For example, models are widely
used in multilateral investment treaties and are used to (i) assess
whether the evidence of a nation substantiates and risk and (ii) assess
during a dispute whether a regulation was a reasonable response to
an identiÞed risk (Sulyok 2021, p. 215). Thompson (2022) discusses
other ways we can bridge the gap between modelers and policy or
decision-makers.
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1.2.3 . Characteristics of a good process model

Our goal is to develop a process based model of a cyber system that
can be used to explore the roles of attack and maintenance rates,
detection capability, and other design parameters on the dynamics,
particularly how compromise of the cyber system propagates, and
e! ects the performance of the cyber system or the enabled phys-
ical system responds. Using the model will help identify what to
measure to be able to assess vulnerability to cyber attack, the con-
sequences of attack, and to identify design tradeo! s and routes to
defense.

A good process model has at least these features

¥ A good process model should force one to think about the mecha-
nisms underlying the system one is studying (Solow2023). Thus,
we should not expect for a model to Òcome o! the shelfÓ and nec-
essarily Þt the system of interest. At the same time, a good process
model should have much in common with many other cyber sys-
tems. One can then make changes to details of the model to make
it particular to a speciÞc cyber system. One of the (delightful)
tensions of modeling in population biology is that these important
points slightly contradict each other, and it is our job to Þgure out
how to resolve this tension.

¥ A good process model should lead to unexpected predictions. If we
are not sometimes surprised by the outcome of a model, then the
predictions were built into it through the underlying assumptions.

¥ A good process model should guide us in the collection of empirical
data.

¥ Especially for cyber systems, a good process model should be
designed to help the development of strategic thinking, which some
authors (Lin and Zegart 2019, p. 5) consider to beunderdeveloped
because so much speciÞc information about cyber operations is
classiÞed (they note that in the early 2000s, the phrase Òo! ensive
cyber operationsÓ was classiÞed). However, even though many mili-
tary cyber operations are classiÞed, non-military users of cyber sys-
tems are frequently discovering, attributing, and mitigating cyber
compromise. Doing so brings more data into the public domain.
We should expect a multiplicity of ways to achieve persistence in
the cyber domain (Smeets and Lin 2018) and a good process model
will help identify the routes.
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¥ A good process model should provide a quantitative framework for
existing qualitative descriptions for the behavior of cyber systems
(Smeets and Lin 2018).

1.2.4 . The equations of the SIR and SIRS models

With these ideas in mind, let us construct a dynamical model for the
SIR and SIRS models in Figure 1.1. If you are already a quantitative
population biologist, you will Þnd this section easy going.

1.2.4.1. Symbology

To begin, we need symbols for the three pools of individuals in
Figure 1.1. Letting t denote time, it makes sense to letS(t), I (t),
and R(t) denote the number of Susceptible, Infected, and Recovered
individuals at time t, and adopting one of the most common nota-
tions from calculus, we denote their rates of change bydS

dt , dI
dt , and

dR
dt respectively. Next, we need assumptions about how these rates of
change are determined and make the following assumptions:

¥ Susceptible individuals become infected at a rate proportional to
the product of the number of susceptible individuals and the num-
ber of infected individuals with proportionality constant ! , i.e.
! S(t)I (t).

¥ Infected individuals move from the infected pool to the recovery
pool at a rate proportional to their numbers with proportionality
constant µ, i.e. µI (t).

¥ Individuals recover at a rate proportional to the size of the recov-
ering pool, with proportionality constant " , i.e. " R(t). These indi-
viduals join the susceptible pool in the SIRS model (" > 0), or
remain in the recovery pool in the SIR model (" = 0).

1.2.4.2. The dynamic equations

Susceptible individuals who become infected move from the suscep-
tible to infected pool; infected individuals who start recovery move
from the infected to recovery pool; and when individuals lose immu-
nity (the SIRS model), recovered individuals losing immunity move
to the susceptible pool. Thus, the rates of change of the three kinds
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of individuals are

dS
dt

= ! ! I (t)S(t) + " R(t)

dI
dt

= ! I (t)S(t) ! µI (t)

dR
dt

= µI (t) ! " R(t)

When we add these three equations, the sum of the right sides is
zero. That is, the rate of change of the sum of the three pools is
zero, which means the population has a constant size (there are no
births, deaths, immigration, or emigration or that all of those pro-
cesses somehow balance each other). If we letN denote the constant
size, thenN = S(t) + I (t) + R(t). The assumption of constant total
size is handy because it allows us to reduce the three equations to
two by writing R(t) = N ! S(t) ! I (t); we will exploit this property
in the next chapter.

In general, we will adopt the convention of not writing the time
dependence of dynamical variables on the right side of equations.

1.2.4.3. Always conÞrm understanding by checking units

One of the fundamental principles of applied mathematical modeling
is that things in the actual world have units and the units on the two
sides of an equation have to match. Let us employ this principle to
determine the units of ! , " and µ, using [¥] to mean the units of
whatever is inside the brackets. We also employ the Þction thatdS

dt
is just a fraction (it is much more special than that), so that the
numerator has units of individuals and the denominator has units of
time. We conclude [dS

dt ] = susceptible individuals
time ; the same will be true

for the units of dI
dt and dR

dt with change of the adjective to infected or
recovering. The right side of each equation needs to have units that
match.

First consider the term ! SI (where I am dropping the notation
of time dependence). This has to have unitssusceptible individuals

time and
sinceI has units of infected individuals, ! must have the admittedly
weird units 1/ (infected individuals átime). You will sometimes see
people replace! SI by ! !

N SI , making ! ! a pure rate with units 1/time.
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Reasoning as follows for the other parameters, we conclude that!
and µ are rates with units of 1/time.

1.2.4.4. Starting population sizes

In order to describe how the population changes, we need to give
starting population sizes, which are called initial conditions. By
convention, the starting time is usually t = 0, so that we specify
S(0) = S0 and I (0) = I 0, from which R(0) = N ! S0 ! I 0. One natu-
ral starting question is Òwhat happens to a population of susceptible
individuals when an infection is introduced?Ó and we might think to
set S0 = N, I 0 = 0 and R0 = 0. But if I = 0, then the right side
of these equations tells us the population will not change. This is a
problem, which we often solve by modifying the question to Òwhat
happens if we introduce one infected individual into a population
of otherwise susceptible individuals?Ó and thus setS0 = N ! 1 and
I 0 = 1. This kind of reasoning leads to the calculation of the number
of new cases caused by a single infected individual entering an oth-
erwise susceptible population (this is called the basic reproductive
rate R0 of a disease).

The broader idea is that there somehow has to be an ÒinjectionÓ of
infected individuals into the susceptible population. For cyber sys-
tems, we do this in Chapter 2 with a single pulse of attack or in
Chapter 3 with continuous attack.

1.2.4.5. Metaphor again: On individuals and populations

None of the equations we just discussed focus on a particular indi-
vidual but on populations of individuals, and they is why they are
so powerful. When an individual is sick, depending on the severity of
the illness they could rest, take over the counter medication, or seek
medical attention. But if we want to understand how an illness will
spread in a population, we have to focus on the interactions between
the disease agent and the individuals in the population, and on the
interaction between healthy and sick individuals in the population.
In a similar way, when oneÕs computer is having problems, depending
on the severity of the problem one might turn it o! and back on, run
program to defeat malware, or seek professional help. But if we want
to understand how a computer virus or other malware will spread in
a network of computers, we have to focus on the interaction between
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the malware and uncompromised computers and on the interactions
between uncompromised and compromised computers.

1.3. Our Long Term Goals, PasteurÕs Quadrant, and the
Resilience Stack

I have these long term goals in mind. First, to use key ideas from pop-
ulation biology to develop a systems dynamics model to explore the
roles of attack and maintenance rates, detection capability, and other
design parameters on the dynamics, particularly how compromise of
the cyber system propagates, and performance of the enabled phys-
ical system responds. Second, with the goal ofunderstanding what
are the important variables and how they a! ect performance, our
models will be heuristic ones that are not speciÞc to any particu-
lar situation but have much in common with many cyber systems.
Libicki et al. (2015) note that heuristic models allow us to increase
understanding of important variables, rather to make precise predic-
tions, and that such models provide a framework for thinking about
cyber security choices (also see Mangel and McEver 2021). We seek
to develop what Henderson and Taimina (2020) call active intuition,
where ÒactiveÓ emphasizes that our intuition develops and grows
by exploring the properties of our models and the predictions we
obtain from them. Third, we will use the models to help identify
what to measure to be able to assess vulnerability to cyber attack,
the consequences of attack on performance of the cyber or enabled
physical system, and to identify design tradeo! s and routes to
defense.

These motivations are rooted in the particular application to
cyber systems, but throughout we will seek fundamental understand-
ing and this leads us toPasteurÕs Quadrant (Stokes 1997, Mangel
2023).

1.3.1 . Working in PasteurÕs Quadrant

In his book on technological change,PasteurÕs Quadrant, Donald
Stokes (1997) argued that a single axis between basic and applied
science is the wrong way to think about the process of research.
Rather, one must focus attention in a plane. One axis of assessment
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Fig. 1.3. StokesÕs (1997) vision of science is that in every scientiÞc endeavor we
may ask about application Ð is there consideration of use motivating this work Ð
and whether or not there is a quest for fundamental understanding. Niels Bohr
provides the canonical example of an individual whose work was not motivated by
consideration of use but involved the deep search for fundamental understanding
and Thomas Edison one whose work was motivated by consideration of use but
did not search for fundamental understanding. Louis PasteurÕs work from the
time of his PhD was motivated by an important applied problem (Debr« e 1994)
while he simultaneously sought fundamental understanding. Following Stokes,
the left quadrant is unnamed; you might think what kind of work is done in that
quadrant.

is whether the work is motivated by consideration of use and the
other is whether there is a quest for fundamental understanding.
The plane can then be divided into the four quadrants (Figure 1.3),
(1) No consideration of use and quest for fundamental understanding;
(2) Consideration of use and a quest for fundamental understanding;
(3) Consideration of use and no quest for fundamental understand-
ing; and (4) No consideration of use and no quest for fundamental
understanding.

Stokes called the quadrant Ònot motivated by consideration of
use and search for fundamental understandingÓ BohrÕs Quadrant
(although we are now clearly aware of the uses of BohrÕs work under-
standing the atom), the one Òmotivated by consideration of use and
no search for fundamental understandingÓ EdisonÕs Quadrant, and
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the one Òmotivated by consideration of use and search for fundamen-
tal understandingÓ PasteurÕs Quadrant. The fourth quadrant remains
unnamed.

PasteurÕs entire career involved work that was motivated by an
important applied problem but simultaneously sought fundamental
understanding (Debr«e 1994). Pasteur said ÒThere is no such thing as
a special category of science called applied science; there is science
and there are its applications, which are related to one another as
the fruit is related to the tree that has borne itÓ. One great advan-
tage of working in PasteurÕs Quadrant is that we are most likely
to develop transferrable methods when we seek fundamental under-
standing. Working in PasteurÕs Quadrant is a theme of this book,
since we are motivated by speciÞc problems of cyber systems but
seek fundamental understanding.

When considering a model, we should ask if the assumptions make
sense and if they are consistent with what we know about the phys-
ical world. But, we should banish the word ÒrealisticÓ because sci-
ence by its very nature focuses on some things and ignores others,
cannot capture all of reality. Caswell (1988), in a discussion of the
roles of theory and models in ecology, gives a particularly interesting
example. At a poster session on the terrestrial ecology of pine forests
during the IVth International Congress of Ecology, he counted the
number of posters in which 1, 2, 3, up to 6 factors were varied in
the experiments. The vast majority of papers varied 1 or 2 factors,
about which Caswell wrote ÒSurely no pine forest ecologist would
argue that nutrient cycling is completely determined by two or three
factors, and that all others are irrelevant . . . the absence of other fac-
tors in the experimental design would be accepted as criticism of such
a study only if it could be argued that those factors might change
the answers to the questions is under investigationÓ (Caswell1988,
pp. 40Ð41).

So it is with modeling: we cannot model the entire world, so we
must decide which factors are relevant to the questions that we ask
(see Clark and Mangel (2000, Chapter 4) for a sequence of mod-
els in response to a sequence of more and more complicated ques-
tions). Then we need to ask about the Þdelity of the assumptions to
the natural world, whether the internal logic of the theory is such
that the predictions ßow from the assumptions or allows surprise
predictions, and what happens when the predictions are confronted
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with data (Agutter and Tuszynski 2011, Serevido et al. 2014, Shou
et al. 2015).

The resilience stack will help us frame the applied motivation,
so we consider that next.

1.3.2 . The resilience stack

An attack on a cyber system Þrst requires compromise by gain-
ing access to cyber assets that interface with the external world.
Once the attacker is inside the cyber system, the second stage of
internal co-compromise can commence, in which compromised assets
infect non-compromised assets. Compromised assets may immedi-
ately reduce the performance of the cyber system or the enabled
physical system, or the adversary may hide compromise until ready
to execute the attack. A successful cyber attack requires a weakness
in software or hardware used by the defender, code that can exploit
this weakness, and a method for propagating the exploiting code
(Lachow and Grossman 2018).

In many cases, cyber assets that interface with external world can
be protected by external hardness (Libickiet al. 2015) in which anti-
malware prevents attackers from entering the cyber system (Gartzke
and Lindsay 2015). Cyber assets that do not interface with the exter-
nal world can similarly be protected from co-compromise by internal
hardness. External and internal hardness rely on a variety of mech-
anisms (Gartzke and Lindsay 2015, National Academies of Sciences,
Engineering, and Medicine 2017, Carlin 2018).

However, it is now clear that external and internal hardness are
necessary but not su! cient for both a reliable and resilient cyber
system (National Academies of Sciences, Engineering, and Medicine
2017). That is, we should assume that attackers will get through
defenses (Libicki et al. 2015). In this case, resilience of the cyber
system (and thus performance of the cyber system or the enabled
physical system) requires some form of Defensive Counter Measure
(DCM, sensuMangel and McEver (2021)) that returns the system to
a state closer to the one before the attack. Protection from external
compromise and internal co-compromise may not be e" ective (e.g.
the installed anti-malware does not defend) or may lose its e" ective-
ness over time (e.g. the attacker discovers a way to circumvent the
anti-malware currently installed).
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Goldman (2020, p. 40) notes that ÒThe core research ques-
tion . . . is how to deter cyber attacks when you cannot reliably defend
against themÓ. The resilience stack allows a way to frame the answer
to this question. Cyber systems are hierarchical. Clearly the best
defense is to avoid attack in the Þrst place. If one cannot avoid attack,
then cyber assets can be dedicated to preventing the attack from
entering the cyber system, i.e. resisting attack. When an attack can-
not be resisted, i.e. the attacker enters the cyber system, one can pre-
pare by hardening the cyber assets so that they are robust to attack,
and by having redundant cyber assets, so that if one cyber asset fails
others can take over the mission. But even hardened, redundant sys-
tems may fail against signiÞcantly sophisticated cyber tools so that
assets will need to be repaired, reset, or even replaced. Replacement
is a form of modularity by which the cyber system can be continue to
be resilient to attack. Finally, when none of these methods work one
needs to adapt by developing new assets or conÞgurations of existing
assets.

Farsangi et al. (2019), in a book on resilience in a wide range
of physical systems, note that the concept of resilience has received
considerable attention since 2010 because of the recognition that haz-
ards and threats Ð both physical and cyber Ð cannot perpetually be
averted. However, they also note that there is considerable debate
on how to deÞne resilience, which can have many meanings. Farsangi
et al. (2019, p. v) choose to deÞne resilience as Òthe capability of a
system of a system to maintain or promptly recover its functionality
in the face of extreme eventsÓ.

In cyber systems, McEveret al. (2019) call the hierarchy described
above the Resilience Stack (Figure 1.4), where resilience is the prop-
erty of a system to function in the face of threats, rather than fail
due to them (Singer and Friedman 2014). A resilient system, as char-
acterized in Figure 1.4, will attempt to resist attack, but then will be
able to function under degraded conditions caused by an attack, and
will recover following the attack. Clearly, if the system can recovery
quickly enough from a cyber attack, there is less concern than if the
recovery is very slow (Singer and Friedman 2014).

We focus on resistance, recovery, and robustness and explore how
process based models from population biology inform thinking about
these issues. These parts of the resilience stack have a natural ana-
logue in the population biology of disease. Organisms can avoid
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Fig. 1.4. The hierarchical nature of resilience in cyber systems (slightly modi-
Þed from McEver et al. (2019)). Clearly it is best to avoid attack in the Þrst place.
If one cannot avoid attack, then the attack can be resisted. Even with resistance
to attack, some attacks will succeed, so that one needs cyber systems that are
robust to attack. Even with robustness, some attacks will succeed, so that one
needs the ability to recover from the attack. It is also possible that the attack will
be so severe that one needs the ability to reconstitute and ultimately adapt the
system. The foci of our work are resistance, robustness, and recovery, highlighted
in the red box.

attack (Ruxton et al. 2018) and if attacked can either resist (i.e.
control) the disease organism or tolerate the damage caused by it
(Read et al. 2008, Rûaberg et al. 2009, Merrill et al. 2021, Wilber
et al. 2024). Similarly, Singer and Friedman (2014, pp. 155Ð156;
pp. 174Ð177) argue that the we should strive to build cyber sys-
tems Òwhere the parallel for measuring o! ense and defense isnÕt war,
but biology . . . the body has built up a capacity of both resistance
and resilience, Þghting o! what is most dangerous and, as Vint Cerf
puts it, Þguring out how to ÔÞght through the intrusionÕ. . . Just the
mere existence of such a system [a defense that can outsmart the
adversary] would always sow doubt in the o! ense that the attack
is going to workÓ. We should also expect that resistance, tolerance,
and resilience depend upon the characteristics of the cyber system
and the kinds of perturbations it experiences (for ecological exam-
ples, see Roopnarineet al. 2022, Sherrat and Stefan, 2024). We will
see how quantitative models can make our intuition about resilience
more precise.

Libicki (2016, p. 27! , particularly his Figures 4.1 and 4.2) provides
a metaphor for the resilience stack. A cyber system can be Ònoise-
tolerantÓ (agoras) or Ònoise intolerantÓ (castles). About the former,
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he writes ÒWith agoras, the risk from a single piece of bad informa-
tion is low, but the beneÞt of having day-to-day access to the world of
information is comparatively high (think Wall Street). . . Recognizing
that most individual pieces of information are of little use, possibly
false, and usually transient, processes are defended from corruption
by putting out more lines to the rest of the world. New informa-
tion can be used to evaluate the old information, and the sophisti-
cated agglomeration of information is the best path to making good
decisions.Ó About the latter he writes ÒWith castles, the risk from
bad information and hence bad instructions is high, but the beneÞt
from having day-to-day access to the world of external information
is comparatively low (think nuclear plants)Ó. Like a physical castle,
a cyber system that is a castle Òprotects itself through a series of
enclosures: the open Þeld of Þre, the moat, the wall, and within the
castle, the keep. Each obstacle challenges the intruder, and when one
is breached, attention shifts to maintaining the next obstacle and,
if possible, throwing the attacker back beyond the earlier breached
obstaclesÓ.

In short, we are wise to design cyber systems with the assumption
that they will be breached and the attacker with then have access to
large parts of or all of the system. In general, as systems grow more
complex there are more routes to failure, and the resilience stack thus
grows in importance. Recognizing this fragility in complex systems
encourages us to think about how to make them anti-fragile so that
they can possibly gain from disorder (Taleb 2012), which is a topic
beyond the scope of this book.

1.4. The Dynamics of Cyber Attack

Often, once a cyber tool is used for an attack, the defender will be
able to explore its properties and develop defenses that defeat that
particular cyber tool, so that cyber tools are weapons whose e! ec-
tiveness often rapidly decreases in time (Dipert 2010, Gartzke 2013,
Smeets 2017). The attacker then needs to develop a new tool, which
may take considerable time. In such a case, cyber attacks will come
in pulses or waves. To incorporate these pulses in a mathematical
model requires a mathematical description of the pulses. We model
a singlepulse attack using the classical Gaussian distribution (bell
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shaped curve), which requires specifying a meantpeak (which is the
time at which the pulse peaks) and dispersion (standard deviation),
which we denote by! .

We adopt the symbol I (t) to denote the relative intensity of
a pulse attack as a function of time (put aside the SIRS or SIR
models in which the same symbol is used for the number of infected
individuals), writing it as

I (t) =
1

!
2"!

e! (tpeak ! t )2 / 2! 2
(1.1)

Equation (1.1) characterizes the relative intensity of the attack,
and we multiply it by the attack rate parameter a to deter-
mine the absolute intensity of the attack, aI (t). Setting t = tpeak

in Eqn. (1.1) that the maximum intensity of the attack is a/
!

2"! .
The properties of the Gaussian distribution are well tabulated,

so that we can readily assign times to the putative start and end of
the attack. For example, 99.7% and 95.5% of the probability of the
Gaussian distribution in Eqn. (1.1) is contained in [tpeak " 3! , tpeak +
3! ] and [tpeak " 2! , tpeak +2 ! ] respectively. Thus, if we say the attack
starts when its intensity is less than a fraction of percent of its the
maximum intensity, the start time is tpeak " 3! . Similar reasoning
applies to the end time.

A persistent cyber attack is one in which the attacker always has
a new tool ready when the current one fails. Persistent cyber opera-
tions between nations arise in part due to the cyber security dilemma
(Buchanan 2016): as nations secure themselves they induce (not nec-
essarily deliberately) fear in other nations. Even when the attacker
does not always have a new tool ready, cyber deterrence is di! cult,
in part because of the di! culty in Þnding the correct response for a
given cyber attack (Libicki 2018a), especially inpublic cyber insti-
tutions (Kostyuk 2021), and maximizing cyber security may require
persistent operations in the cyber system of the adversary (Buchanan
2016, p. 52). There are also arguments for not relying solely on deter-
rence but for initiating persistent operations (e.g. Fischerkelleret al.
2020), including the possibility that if the attack rate is su ! ciently
low, it may be concealed from the adversary (Green and Long 2019).
Thus, there is need to balance cyber o" ense and defense (Slayton
2016/2017).
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For persistent operations, we will assume that intensity of the
attack is much smaller than the maximum intensity of a single pulse
attack. For example, we will sometimes set the persistent level of
attack to be the average value ofaI (t).

Valeriano and Maness (2015, p. 82! ) constructed a Dyadic Cyber
Incident Database (DCID) that allowed them to make a wide range
of inferences about cyber attacks, which they broadly classify as
either cyber incidents (111 in the DCID) or cyber disputes (45 in the
DCID). Their cyber incident is more or less our pulse cyber attack
and their cyber dispute is more or less our persistent cyber attack.
They also note that although there 126 possible dyad interactions in
the DCID, only about 20 rivals engage in cyber conßict.

We are thus led to conceive of the attack rate continuum
(Figure 1.5 upper panel). In the next chapters, we will focus on the
extremes (pulse attack, persistent attack) because they are amenable
to analysis.

However, many situations will involve the intermediary situation
in which attack consists of a series of pulses (Figure 1.5, lower panel).
To model this situation, we consider a time horizon that runs from 0
to a maximum time T. During this time interval, we allow J separate
pulse cyber attacks. We then specify the peakt j , standard deviation
! j , and the maximum the intensity aj (which ranges from 0, i.e. the
cyber attack is ine! ective even at its peak, to a maximum valueamax )
of the j th pulse attack.

With this notation, we the relative intensity of the j th attack is

I j (t) =
1

!
2"! j

e! (t j ! t )2 / 2! 2
j (1.2)

and total intensity of attack is

I T (t) =
J!

j =1

aj I j (t) (1.3)

In the lower panel of Figure 1.5,aj and ! j are random variables.
Then each choice of theaj and ! j will generate a di! erent realization
of the pulse attack even if the peak times are the same. If you would
like the pulse to be ßatter at the peak, experiment by changing the
power of (t j " t) from 2 to something larger, but be warned that



April 16, 2025 6:42 Fighting the Virus. . . 9in x 6in b5797-ch01 FA3 page 23

Population Biology and Process Modeling of Cyber Operations 23

Fig. 1.5. At the extremes (upper panel), a cyber attack occurs only once, with
a pulse characterized by Eq. (1.1) or continuously with attack rate given by the
average value of the pulse. Most situations (lower panel) will sit between these
cases and consist of a series of pulses. The extremes of either a pulse attack or
continuous attack are amenable to analysis, while the intermediary cases are best
studied by simulation; four di ! erent realizations of the multiple pulse attack are
shown here.

the normalization constant 1/
!

2!" j also needs to change. When
there are multiple pulses, as in the lower panel, it is reasonable
to expect that the frequency and the intensity of the attack will
interact as they a! ect the state of the cyber system (Miller et al.,
2011, 2012). This is a really interesting question, but also beyond the
scope of this book and one that can be answered using the tools we
develop.

Potential project : Generate analogues of the lower
panel in Figure 1.5 for pulse attacks that are wider than
the Gaussian model and for which the parameters of the
attack are correlated with each other.
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1.4.1 . Two examples of cyber attack: More about
Stuxnet and Volt Typhoon

Now that we have a vision of the pulse attack, I want to pause with
the formulation of the model to discuss two examples of cyber attack.

1.4.1.1. More about Stuxnet

Zetter (2014) describes Stuxnet as the worldÕs Þrst digital weapon,
aimed against centrifuges that Iran was using to enrich uranium,
and gives a detailed account of its development, mechanisms, and
consequences. Zetter gets into detailed mechanisms, such as zero-
day exploits and reinfection of scrubbed computers by worms hiding
in the network, that we will forgo.

The Stuxnet virus attacked a speciÞc line of Siemens Pro-
grammable Logic Controllers (PLCs) of the Iranian centrifuges. PLCs
are Òsmall computers, generally the size of a toaster, that are used in
factories around the world to control things like the robot arms and
conveyor belts of assembly linesÓ (Zetter 2014, p. 17). For most of
the book we do not explicitly model the cyber system of the enabled
physical system, but return to it in Chapter 8 as a direction of future
research.

Control systems of the enabled physical system are vulnerable in
part because such systems ÒdonÕt get replaced for years and donÕt
get patched on a regular basis the way general computers do. The
life-span of a standard desktop PC is three to Þve years, after which
companies upgrade to new models. But the life-span of a control
system can be two decades. And even when a system is replaced,
new models have to communicate with legacy systems, so they often
contain many of the same vulnerabilities as the old ones.Ó (Zetter
2014, p. 147). There are many similar control systems (e.g for water-
treatment and power plants, dams, bridges, and train stations, smart
TVs and power meters, uninterruptible power systems) connected
via the Internet of Things. For example, in 2012 a researcher in the
UK identiÞed more than 10,000 connected control systems (Zetter
2014, p. 148); since 2012 the number of connected control systems
has grown enormously.

The Þrst thing that Stuxnet did after getting into a machine was
to explore the software and if ÒStuxnet found itself on a system
that didnÕt have the Siemens software installed, it simply shut itself
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down. It still sought other machines to infect, but it wouldnÕt launch
its payload on any machine that didnÕt have the Siemens software
installed. Any system without the software was just a means to
StuxnetÕs end.Ó (Zetter 2014, p. 28). It is likely that Stuxnet was
launched against a group of Þve companies in Iran, leading to 12,000
infections at those initial targets that spread to more than 100,000
machines in more than 100 countries (Zetter 2014, p. 97). Once
Stuxnet infected a controller, the compromise took time to become
apparent, in part because StuxnetÞrst conducted surveillance of the
infected cyber asset, in part to convince the human operators that all
was okay. Thus, there was a period of time (ranging from 35 to almost
300 days, depending upon the intensity of the attack) before damage
to the centrifuges (increasing internal pressure) began in earnest.

However Stuxnet, which had taken years and considerable invest-
ment to develop, only lasted a few weeks before it was understood
and rendered ine! ective (of course, by then the damage to the cen-
trifuges had been done) (Zetter 2014, p. 178, 318).

1.4.1.2. Volt Typhoon

A May 2023 post by the Microsoft Threat Intelligence Team
(Microsoft 2023) described the attack by the Volt Typhoon botnet.
After investigation, Microsoft sta ! concluded that the Volt Typhoon
attack was sponsored by China with the goal of disrupting critical
communications infrastructure between the United States and Asia
in the future and that the attack began in the summer of 2021. Volt
Typhoon targeted critical infrastructure in Guam and the United
States. The targets included communications, manufacturing, util-
ity, transportation, construction, maritime, government, information
technology, and education sectors. From the characteristics of the
attack, Microsoft concluded that the attackerÕs goal was to perform
espionage and maintain access without being detected for as long as
possible. One of the motivations for the release of the May 2023 post
was to bring the attack to the intention of the broader community.

Volt Typhoon is an example of stealth, hands-on keyboard activ-
ity and what Microsoft calls Òliving o! the landÓ https://www.mi
crosoft.com/en-us/security/blog/2018/09/27/out-of-sight-but-not-in
visible-defeating-Þleless-malware-with-behavior-monitoring-amsi-and
-next-gen-av/). Volt Typhoon used the command line to (i) collect
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data, including credentials from local and network systems,
(ii) archive those data for exÞltration, and (iii) persist in the target
system using the stolen valid credentials. Additionally, according to
Microsoft, Volt Typhoon Òtries to blend into normal network activ-
ity by routing tra ! c through compromised small o! ce and home
o! ce (SOHO) network equipment, including routers, Þrewalls, and
VPN hardwareÓ and used open-source tools to hide itself. Brießy, the
attack proceeded as follows:

¥ Volt Typhoon achieved initial access through external nodes of
the cyber network interfacing with the outside world and then
tried to use privileges from a compromised system to extract the
credentials of the currently attacked device and gain access to other
components of the network with the stolen credentials.

¥ Once initial compromise was achieved, the Volt Typhoon human
attackers conducted keyboard operations through the command
line of the compromised software. Microsoft notes that Òsome of
these commands appear to be exploratory or experimental, as the
operators adjust and repeat them multiple timesÓ.

¥ That is, rather than employing malware in post-compromise oper-
ations, the attackers used Òliving-o" -the-land commandsÓ (as mil-
itary forces do) to Òobtain information on the system, discover
additional devices on the network, and exÞltrate dataÓ.

The Microsoft report goes into more details Ð including examples
of code Ð for access to credentials, discovering system information,
collection of information from web browser applications, and how the
Volt Typhoon command and control operated. The report then turns
to speciÞc mechanisms for defense against Volt Typhoon, again with
speciÞcs of code to illustrate how defense works. These speciÞcs of
attack and defense are beyond the scope of our work.

1.4.1.3. Are these pulse attacks?

Are Stuxnet and Volt Typhoon pulse attacks? Clearly not, in the
sense that Eqn. (1.1) is not a precise representation of the attacks.
On the other hand, both attacks had a beginning, and a peak, and
an end, as in Eqn. (1.1). Thus, we might say that model for the
pulse attack in Eqn. (1.1) captures key features of Stuxnet and Volt
Typhoon, while leaving many other features to be elaborated. This is
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part of the art of mathematical modeling Ð deciding which features
of the world are key to communicate, and then Þnding a way to
communicate ideas about those features. Thus one of your goals is to
start developing the art of modeling, knowing that at the end of this
book there will still be much to be done to resolve your discontent
with Eqn. (1.1) (if you have any) and other models that we will
develop.

1.5. Performance of the Cyber System or the Enabled
Physical System

Cyber systems exist to do something, which may range from a col-
lection of PCs networked at night for parallel computations (in my
research group we did this many years ago), through communica-
tions systems, to enabling a physical system such as a power plant,
aircraft guidance system, or even a car. In the case of the physical sys-
tem, for a particular application one needs to model the speciÞcs of
that system. For example, Mangel and McEver (2021) used a coupled
oscillator model of the electric grid to understand how compromise of
smart meters can lead to grid failure via reverse engineering, but also
introduced a more generic model of performance (also used in Mangel
and Brown 2022). In this generic model, Mangel and McEver (2021)
assumed thatperformance of the cyber system or the enabled phys-
ical system was determined by the numbers of uncompromised and
compromised cyber assets.

In this book, we use a simpler metric of performance, assuming
that performance depends only on the number of uncompromised
cyber assets. In particular we assume that the relative performance
of the cyber system or the enabled physical system in its usual tasks
is measured on a scale from 0 to 1, and depends only on the number
x uncompromised cyber assets, modeled as

! (x) =

!
1

1 + e
x 50 ! x

! x

"

(1.4)

This performance function depends on the two parametersx50
and " x . Since the exponential in the denominator is 0 whenx = x50,
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making the fraction equal to 1/2, x50 is the number of uncompro-
mised assets giving performance of 50%.

The parameter ! x determines how rapidly performance rises as
the number of uncompromised cyber assets increases. When! x is
small compared to the range ofX values, performance will rise
sharply (be Òknife-edgedÓ), as with the black line in Figure 1.6. As! x
becomes larger, the knife-edge smooths to a S-shaped curve, which
henceforth is called sigmoidal. We will call! x the performance shape
parameter.

We now have a clear quantitative description of the concept of
redundancy in the Resilience Stack. Consider, for example, the black
curve in Figure 1.6. Here the same performance is achieved as long
as there are more than about 500 uncompromised cyber assets. For
the green curve, we can draw the same conclusion as long as there
about more than 600 uncompromised cyber assets, but for the blue
curve there have to be more than 700 uncompromised assets for high
performance. This is a major insight: we cannot talk about redun-
dancy unless we have in mind how the cyber system is to be used
and how to evaluate its performance.

Fig. 1.6. The performance function ! (x) =
!

1

1+ e
x 50 ! x

! x

"
depending upon the

number of uncompromised cyber assets,x, x50 , at which performance is 50%,
and the dispersion parameter " x that characterizes the rise of performance from
a small value to close to 1. For this Þgure, the parameters arex50 = 350 and " x =
25, 50, or 75 (black, green, or blue lines, respectively. See the text for a discussion
of how we can now capture the notion of redundancy from the Resilience Stack.
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The shape of the three curves in Figure 1.6 depends upon the
relative values of x50 and ! x when compared to the total number
of cyber assets. IfX T denotes the total number of cyber assets, the
shapes of the curves and they-axis in Figure 1.6 will be the same
as long asx50 = 350X T / 1000 and! x = 25X T / 1000, 50X T / 1000, or
75X T / 1000 but the x-axis will now range from 0 to X T . If this is not
immediately clear, try explaining Eqn. (1.4) out-loud to yourself or
to a colleague.

Potential project : Eqn. (1.4) is only one of many ways
to generate sigmoidal or S-shaped curves. Another of my
favorites is " (x) = x!

x !
50 + x! , with two parameters x50 and

# > 0. Without numerical computation provide an inter-
pretation for x50. (If you are new to this kind of thinking,
asks what happens whenx = x50.) Then explore the shape
of " (x) for di ! erent values of# (say # = 2 , 4, 6, 8, 10).

Clearly, when one has a particular application in mind, it is better
to construct a speciÞc model for the performance of the cyber or
enabled physical system. In this book, we will mainly use Eqn. (1.4)
or slight variations, but here is something to keep in mind as you
read forward: cyber systems are often linked to one another and for
a physical system to be enabled by a cyber system, the physical
system will often have its own cyber assets. Such cases lead to linked
performance functions.

For example, suppose that the performance of the enabled physi-
cal system when the performance of the cyber system is" (x), denoted
by P(" (x)), is similar to Eqn. (1.4)

P(" (x)) =

!

" 1

1 + e
" 50 ! " ( x )

# "

#

$ (1.5)

where" 50 is the value of performance" (x) of the cyber system giving
50% performance of the enabled physical system and! ! is a dispersal
parameter capturing the rapidity of the rise in performance as" (x)
ranges from values near 0 to values near 1. In Figure 1.7, I show one
visualization of the linkage between the focal cyber system and the
cyber system of the enabled physical system. We will return to these
ideas in Chapter 8.
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Fig. 1.7. The linkage between the performance of a cyber system and an
enabled physical system that also has cyber assets. The left Þgure shows the
performance of the cyber system ! (x) as a function of the number of uncompro-
mised cyber assets. Note that ! (x) is on the y-axis. This links to the cyber assets
of enabled physical system through performance P(! (x)) through Eqn. (1.5), so
that performance of the cyber system is now on the x-axis, as in the right Þgures.
In those Þgures, ! 50 is 0.75 (i.e. performance of the cyber system has to be at
least 75% to obtain 50% performance of the enabled physical system). The three
panels on the right show performance of the enabled physical system when the
dispersal parameter is 0.05, 0.1, or 0.2. To illustrate the linkage, assume that
600 cyber assets as uncompromised. We then draw a vertical line to the curve
in the left panel, showing that performance of the cyber system is slightly more
than 0.70. In the three right panels, we then draw a vertical line at 0.7, let it
intersect the curve and then draw a horizontal line to the y-axis in order to read
o! the performance of the enabled physical system.
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1.6. An Example of the Metaphor: Reverse Engineering
of Advanced Metering Infrastructure to Compromise
the Electric Grid

In Figure 1.8, I show the of the cyber system model that we used
(Mangel and McEver 2021) to study how reverse engineering via
compromise of Advanced Metering Infrastructure (AMI) can lead to
instability in electric grids.

In this model of the cyber system, there are Þve kinds of cyber
assets:

¥ Uncompromised and vulnerable cyber assets can be compromised
either externally or internally. A fraction ! of these cyber assets
are decoys with no functionality but instrumented to detect com-
promise with high probability.

¥ Uncompromised cyber assets that are currently invulnerable to
either external or internal compromise are temporarily protected
against malware, but as time progresses their anti-malware soft-
ware ages and is no longer e! ective.

Fig. 1.8. The cyber system model in Mangel and McEver (2021) contains cyber
assets that are uncompromised and vulnerable, uncompromised and currently
invulnerable (hardened), compromised, and resetting/restoring (and thus tem-
porarily unavailable system; metaphorically Òin the shopÓ). A fraction ! of the
cyber assets (shown only for uncompromised and vulnerable assets) are decoys
that do not contribute to functionality of the physical system and are unable to
co-compromise.
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¥ Compromised cyber assets are infected by malware.
¥ Once compromise is detected, defensive counter measures are

activated to discover and send compromised assets to the reset-
ting/restoring pool.

¥ Cyber assets in the resetting/restoring pool do not contribute to
performance of the cyber system or the enabled physical system.

¥ After some amount of time, cyber assets that are being reset/
restored return to the cyber system temporarily invulnerable
(e! ective anti-malware installed) or still vulnerable (either no anti-
malware installed or the installed anti-malware is ine! ective).

Each of the cyber assets and the probability of detecting com-
promise has dynamics that must be modeled, leading to a series
of ordinary di ! erential equations. When these dynamics are cou-
pled to a metric of performance of the cyber system or the enabled
physical system, we are able to study the dynamics of compromise
and how it a! ects performance. We (Mangel and McEver 2021)
coupled the model of compromise of the cyber system to the syn-
chronous motor model of an electric grid (Filatrella et al. 2008, Liu
et al. 2013) to illustrate Electric Power Research Institute scenario
AMI.27 (NESCOR 2013) for reverse engineering of Advanced Meter-
ing Infrastructure, showing how smart meters sending misleading
signals about power demand can lead to load-side failure of the elec-
tric grid, and derive a condition for failure of the grid in terms of the
number of compromised assets at the time of detection of compromise
and the dissipation parameter of the synchronous motor model.

We begin (Chapters 2 and 3) with models that are simultaneously
simpliÞcations (with fewer pools of cyber assets) and extensions of
the one shown in Figure 1.8. Then, we will slowly build additional
complexity into the model of the cyber systems.

1.7. Summary of Major Insights

¥ The Resilience Stack provides a way for us to think about the
hierarchical nature of cyber attack and defense.

¥ We cannot talk about redundancy unless we have in mind how the
cyber system is to be used and how to evaluate its performance or
the performance of the enabled physical system.
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¥ The methods of population biology are natural tools for under-
standing the dynamics of compromise and variability in cyber sys-
tems. Three key ideas from population biology relevant to cyber
systems are:

(1) Populations (of organisms or cyber assets) consist of individ-
uals with di ! erent characteristics and successful modeling of
the dynamics of populations must have level of description
that matches the question of interest.

(2) Populations have dynamics on many di! erent time scales, but
often reach steady or quasi-steady states (which may include
periodic behavior [limit cycles]) in which dynamic processes
are balanced.

(3) Populations of organisms are governed by the fundamental law
of biology Ð evolution by natural selection Ð acting on expected
lifetime reproductive success of individuals as a proxy for the
long-term representation of genes in the population. Although
there is no similar fundamental law for cyber system, the
notion of Þtness maps into the performance of a cyber sys-
tem or the physical system that it enables.


